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Access AWS S3 bucket with
WINnSCP

Purpose

The purpose of this page is to provide basic directions for how to work with an AWS S3 bucket from
a Windows machine using free software, given that the end-user has already been given an AWS
IAM Access key/secret.

Setup
Download WInSCP

https://winscp.net/eng/downloads.php

Settings - Basic - Click "New Site" to start

&, Login — X

g Mew Site Session

@ Aws s3 - name of my bucket File protocol: Encryption:

1 N O R . .
Amazon 53 ~ | | TLS/SSL Implicit encryption ~
Host name: Port number:
|53.amaznnaws.cnm | ‘ 443 =
Access key ID: Secret access key:

e R R Ll R 101 SO S AL

[ ] credentials from AWS CLI: General

Save - Cancel Advanced... |w

Tools - Manage v Login - Close Help

[v] Show Login dialog on startup and when the last session is closed

Settings - "Advanced..."



https://winscp.net/eng/downloads.php
https://notes.its.uri.edu/uploads/images/gallery/2024-08/EMvNSkpXC6maDF4c-image-1724724794295.png

Advanced 5ite Settings

Mote

Advanced Site Settings

Environment
i Directories

Connection

|

Maote

Settings - Save

Directories

[ ] synchronize browsing

[ ]Remember last used directory

Remote directory:

Sname-of-my-bucket-goes-here

Local directory:
ENETEE  EHN Bm W lq !

Local directory is not used with Explorer interface.

Directory reading options

|:| Cache visited remote directories

[ ] cache directory changes

Permanent cache

Resolve symbaolic links

Optionally, select the folder on your computer that you want to "start” in.

? X
TLS/SSL options
Minimum TLS/SSL version: TL5 1.2 e
Maximum TLS/SSL version: TLS 1.3 b

Reuse TLS/SSL session ID for data connections


https://notes.its.uri.edu/uploads/images/gallery/2024-08/M2GJ996vrmwc5Orx-image-1724725010297.png
https://notes.its.uri.edu/uploads/images/gallery/2024-08/RWT0kl0TwED1sS9F-image-1724725124864.png

B New Site
! AWS 53 - name of my bucket

Session
File protocol: Encryption:
Amazon 53 =~ | | TLS/SSL Implicit encryption w
Host name: Port number:
‘sB.amazunaws.cnm | | 443 5 |

Access key ID: Secret access key:

[ ] Credentials from AWS CLI: General

Save |v Cancel Advanced... i|w

Tools b Manage

-

[

Login W Close Help

[«] show Login dialog on startup and when the last session is closed

Normal Usage
Connect to Bucket


https://notes.its.uri.edu/uploads/images/gallery/2024-08/elp33BYsnEMzxK88-image-1724725353215.png

B, Login N - X
g’ Mews Site Session
& Aws 53 - name of my bucket File protocol: Encryption:
W Amazon S3 | |TLS/SSL Implicit encryption |
Host name: Port number:
|53.amazonaws.com | ‘ 443‘
Access key 1D: Secret access key:
Edit Advanced... ‘v
Tools - Manage ¥ Login  |w Close Help

[«] Show Login dialog on startup and when the last session is closed

Secret access key — AWS 53 - name of my bucket pd

& )
l_l

Connecting to host...

Secret access key:

=3

Cancel Help

Copying Files
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ﬂ Projects — AWS S3 - name of my bucket — WinSCP - m] X

ocal Mark Files Commands Tabs Options Remote Help

E [ Synchronize [ i? Z L@} Queue ~ - Transfer Settings Default < S =
B AWS S3 - name of my bucket X Q New Tab ~
C: Local Disk El pmaras - . ’ ’
LEFT SIDE IS YOUR COMPUTER i
Upload ~ 3 = L na H Download = - s = &
i = = = L r I
Name Size Type Changed - Name Size Changed
£ Parent directory 8/8/2024 11:30:37 AM E.
] o P w e e File folder 8/26/2024 2:37:57 PM
"l T TR T T File folder 8/22/2024 2:31:47 PM
| T File folder 6/24/2024 4:11:49 PM
B 1 i cmem— File folder 5/17/2024 3:13:25 PM
lomomc m File folder 2/7/2024 5:46:28 PM
SR File folder 1/26/2024 8:44:34 AM
LR L e B RE N, L. File folder 1/15/2024 4:32:11 PM
L] File folder 8/2/2023 9:23:01 PM
L. L File folder 6/20/2023 8:11:46 AM
] R e L ] 9KB draw.io Diagram 7/2/2024 7:15:46 PM
P i e e e 19 KB Microsoft Excel Wo... 2/9/2024 9:28:39 AM
¥ e e el - 40,998 KB Compressed (zipp..  10/20/2022 453:16 PM
128 KB Adobe Acrobat Do.. 7/28/2022 4:38:42 PM
3 KB draw.io Diagram 6/20/2022 11:00:10 AM
@M L e~ Lo 320 KB JPGFile 6/2/2022 2:12:24 PM
Pl 0 e Tk el - B o Bl e 6 KB draw.io Diagram 6/2/2022 2:10:54 PM

DRAG AND DROP FILES/FOLDERS FROM

ONE SIDE TO ANOTHER TO COPY

0B of 40.5 MB in 0 of 16 2 hidden 0B of0Bin0of0
S3 f  0:0436
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