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Adding SSH Access on a Standard
ITS Linux VM

Purpose

The below are directions for how to allow someone new to access an existing, standard, ITS-
provisioned Linux server. All directions assume the person who is performing the operations has
full sudo on the server.

Create User Account

# Repl ace xxxx with the person's URl usernane, in all |owercase, e.g. jsnmth
sudo useradd XXXx

Install User's Public Key

# Repl ace xxxx with above usernane

# Create .ssh directory and set permi ssions
sudo nkdir -p /home/ xxxx/.ssh
sudo chnmod 700 / hone/ xxxx/.ssh

# Add the public key directly to authorized_keys
echo "<public ssh key goes here>" | sudo tee -a /hone/xxxx/.ssh/authorized_keys

# Set proper ownership and pernissions
sudo chown xxxx: xxxx [/ home/ xxxx/.ssh/ authorized_keys
sudo chrod 600 / hone/ xxxx/.ssh/ aut hori zed_keys



How To SSH to an ITS Server
Off-Campus Access Pre-Requisite

Most ITS servers require VPN if you are connecting from off-campus:
https://notes.its.uri.edu/books/public/page/get-vpn

Using PUTTY (Windows)

Set your connection options:

Category:
=- 53355iur1 Basic options for your PuTTY session
L Logging Specify the destination you want to connect to
= Terminal
Host Name (or IP address) Port
10.140.10.7 22
Connection type:
= Window OssH  (OSeial (O Other  Telnet v
i i MAppearance

Then give it the path to your private key (connection --> ssh --> auth --> credentials):
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